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1. What are four published official resources (national strategies, International Codes, national acts, etc.) available to the port FSO in assessing domestic and international risks associated with terrorism and other criminal activity threats posed to port maritime operations
The port security unit managed and planned by the Port Facility Security Officer (Homeland Security, 2020). The officer also ensures that the port is protected from any internal as well as external invasions and therefore is always keen at ensuring that all the set protocols are followed to keep the port safe. The International Conventions indicates that all security matters in a port are the responsibilities of port Federal Protective Service (FSO). According to the International Conventions, the FSO is mandated to develop and maintain the security protocols in a port. Moreover, the department is tasked with the mandates of revising and maintaining the regulations (Seaman Memories, 2020). The FSO conducts security drills regularly to understand the level of preparedness in the security team. It also tests the port security system to identify its weak points and thus recommend for alterations that can be done to it to improve the port’s security level. Four available official resources are accessible to FSO in evaluating both international as well as local risks that can be brought about by terrorists and criminal gangs which is likely to jeopardize the security of the port and thus affecting its operations. 
One of the resources is the information gathered from intelligence. The intelligence comprises of three forms of sources of information that is open source, signal, and human intelligence. The open-source is the information that is available in the public domain and is known by almost everyone, (Bichou, 2009). Newspaper reports, radio presentation, and television shows which exposes the security threats of the port make up the open-source of intelligence. Internet sources and social media platforms can also provide critical information that can guide the security strategies of the seaport, which form part of open-source intelligence. Human intelligence comprises of well-trained people whose purpose is to gather information and assess the security threats in the port (National Security 2020). They are a reliable source of security information. The signal source comprises the data collected by the use of drones, airplanes, ships, and satellites and transmitted electronically to the port security system, (Homeland Security, 2020). The information can identify spying agents, criminal gangs, as well as the impending attackers. 
Another source of information to the FSO is surveillance. According to Bichou (2009), surveillance entails environmental monitoring of the whole premises to identify an impending danger. Simple and sophisticated equipment such as planes, drown, and Closed Circuit Televisions (CCTV) is used for this purpose (Maritime Transportation Security Act 2002). Videos, images as well as photographs obtain by the surveillance system are analyzed by a team of FSO expert to identify a potential threat to the security of the port. When such an event is detected, proper prior preparation is done to neutralize the threat. Security agents such as coast guards and police are informed of the impending danger which takes action to avert the situation. 
The third source of available to FSO for purposes of assessing security risk in port is a human resource. According to International Conventions, human resources forms an integral part of a security system in a port. The sector employs highly trained personnel who are capable of identifying criminally intended people (Maritime Transportation Security Act 2002). They can be able to study them to verify their intentions. Once they are satisfied that they are a security threat to the port, they involve other security agents such as the police, the military, or the security FSO. Maintaining a good rapport with the national intelligence and state government is vital in determining the success of the human resources entity. Since the state owns advanced equipment, a well-trained security team, and a wide range of information, they can grant the port’s security team access to these resources. By doing so, the FSO will have the upper hand in handling the matter (Fitzgerald et al 2020).
The Internet can also be used as a reliable source of information. Through search engines such as Google, one can be able to gather vital details concerning terrorist groups that exist in the area of operation. Once the groups are identified, targeted monitoring and surveillance can be employed to unearth the security threat, (Legislation.gov.au, 2020). Moreover, information technology exports can be used to hack the communication channels used by terrorist groups. By doing so, the FSO will gather first-hand information regarding the operations of the group.
The success of the security strategy is primarily determined by cooperation from various entities, stakeholders, government agencies, security teams, and leaders (Lloyd's Register, 2020). Good communication policy used in the port security team in disseminating confidential security information is a crucial success determinant.  The FSO should, therefore, employ advanced technology in communication and data protection so as not to expose the security of the port (Crowell, 2020). 


2. This is a compare and contrast essay. What is the role of MTSA 2002 required Area Maritime Security Committee or AMSC? Why is this organization critical to the secure operation of a port? Be specific. Are there areas within the security regime that committee members can work more closely with?
The Area Maritime Security Committee was established by the Maritime Transportation Security Act 2002 (MTSA 2002) to coordinate all the security apparatus of a port. It also synchronizes all the involved agencies and their operations such as that of the federal government, local authorities, maritime industries as well as boating organizations. It has an obligation to planning, deterring, and prepare marine security issues and guidelines. Thus, the committee ensures that a port under their jurisdiction is well secured against internal and external security threats. This ensures that the area’s resources are well utilized in prevention, deterring, and immediately responding to terror menaces, (Crowell, 2020).  The committee comprises local government officials, the FBI, border polices, and other government organization representatives. There are forty-three committees across the united states that protect more than twenty-five thousand miles of maritime water useful for commercial purposes. 
The AMSC is vital in strengthening the coastal security system and thus protect the properties, life, and severity of the United States from external invasions. The increase in maritime security has improved the importation and exportation of goods and services in the United States. According to the AMSC (2017), ninety percent of exports and imports in the U.S are through waterways. The report indicates that the marine economy creates about twenty-three million jobs which translate to more than four and a half billion U.S dollars a year. The committee established a secure working environment by creating open communication, effective coordination, and proper planning for the investors and workers, which promoted the growth of the economy. 
The committees have a role in tackling the emerging issues and security threats that arises as a result of improved technology increased knowledge and improvement as a result of globalization. This dynamic maritime challenge includes cyber-security as well as national energy transportation.  The committees organize meetings that discuss the way forward towards solving the emerging issues affecting the country. For example, about twenty-nine AMSC has established subcommittees to handle cybersecurity threats which have shown consistent successful results. The success of this operation can be attributed to the establishment of these committees. 
	The committee has played a role in coordinating opportunities aiming at the realization of effective security response, threat prevention, and recovery of stolen goods. Besides the committee has a role in mitigating active shooting that poses a significant security threat in the maritime sector. In New Jersey and New Yolk cities committee, a subcommittee has been formed to assess the risk factor of the active shooting and recommend response protocols. The AMSCs have the responsibility of nuclear detection and preventive radiological (Crowell, B., 2020). In collaboration with DNDO, the committees detect and neutralize dirty bombs and nuclear weapons before being smuggled into the country. Other roles played by the committees include organizing security training seminars to ferry and boat operators; it develops the training program. 
There are other areas within the security command that commission members can effect more closely, such as the cyber security team and other physical threats that threaten the normal operations of the maritime environment. The economic progress of the U.S would be determined by the active border and oceanic control protocols. 
3. 
Define and give examples of Cyber maritime terrorism. How does it threaten port security operations now and in the future? Be specific
Over many years cybersecurity is a matter of concern in many port security systems that include the use of computers, phones, emails as well as communication channels. Since they employ the use of technology, cyber hackers can illegally have access to the system and thus acquiring confidential and classified information. Besides, malwares such as viruses and worms can be introduced into the system by malicious people. These practices not only damage the software equipment but also can delete, change, or damage the stored information. The loss of such critical information can be disheartening and hinder communication or regular work progress of the institution, (Abomhara, 2015). Besides, the information illegally acquired through the use of hacking and the use of malwares can be used by the terror group in reorganizing their activities. From the above explanation, cyber maritime terrorism can be defined as the use of internet and computer technology to conduct illegal activities, gain unauthorized access to a system or gain confidential information from the maritime system without authorization from the owner. 
The Area Maritime Security Committee report of 2017 indicated that one of the largest shipping companies in the United States was adversely affected by virus infection. Its communication gadgets and systems such as phones and emails were adversely affected. Luckily, the virus did not affect the operating systems of the vessels. However, the effect was significant enough to force the company to shut down all its IT systems affecting not less than seventy-six shipping terminals worldwide (Rider, 2020). This incident remains a worldwide reminder of the potential damage cybercriminals can course to a nation.
 Maritime Cyber terrorism can also entail the targeted infiltration of the vessel system. The most venerable system includes Global Positioning Systems (GPS) as well as its various nautical charts (Crowell, 2020).  GPS spoofing gadgets have been used to hack the vessel’s system and misleading it to other locations where its cargo can be offloaded to an unintended destination. 
Since technology is advancing each day, the effect of Cyber maritime terrorism also advances, (Rider, 2020). The future cybercriminals might likely develop their tricks and technology to course more adverse threats to the marine industry. They are also likely to use this advancement to access confidential organization information. It is, therefore, the responsibility of the marine industry to continually upgrade its data security system to withstand the threat posed. Emphasis should be made to data management, vessel propulsion, area navigation, and cargo related utilities. 
Undoubtedly, maritime security is ranked low as compared to other transport industries such as air and railway that uses computer-operated technology to run. This is attributed to the vastness of the industry. It comprises different types of vessels that are run by the different operating systems. It, therefore, becomes hand to harmonize a strong security system that would work in all the vessels. Besides, the water vessels usually run on an operating system developed to work for at least thirty years. With time, the systems become outdated and prone to hacking. Moreover, it becomes hard to develop a security system that would become compatible with those systems. The maritime system is also predisposed to cyber-attack by its continuous communication using internet connection. Therefore, radio communications are easily hacked by a hacker who steals confidential information.  
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